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224gtA|ZiL|C} 0]= MaaS(Malware-as-a-Service)
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XS4 3 o SAXL 2] Ho|

S (Low)

A EFX| (Static B2 AL otp{Xl Mool DjZ) /oS Shof| X|oF 3
I ;'|_=:=!( ) cH}ar :Ehx-IEEJE B AH;./;EE ia|+:|;4' ZrErel 7L Q135
B S ST ESTEEE
S35} 23| (25t . :
H=22| 7]8k x| A L“,:' E'};”E } AA|ZHATH Q= =2 (High)
(Memory-based) sy syoipurerxy St HEEM  dHAC NS
DT2NA I|E e B U HZsHoF &

(OFEE|A SH HS)
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mjij2{ctele] Mgk "HElIL HEIUSIX| b

o OFF2| ZuloHA| ZFE AEIECE, 2= £7H0fl= SIEA] HIZ2[&0A Xtilel A| 2= H|0[E

C|A3 ¢ (On Disk)

LS = EI'"

H22| £ (In Memory)

OTZN|A AlsH

(Process Execution) b

C|A3 2| (On Disk)

 BARE C1A3 Yol 1Y D62 YONER T 4 AXIE, MU 9Is) ol22l0] Said el 2Re
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Xo| okX: Alsi StH EXl (Execution Invariants)

2% 2 S8 (Invariant)0|2t, QY ZEF HF/HFS0| = =715t HY 715E +E617| floll 02 4= 0] HI=22|0fl E7|= A7
FCLEHOlE] IHE S 2|OfetL|Ct. of= AKXt el BRE += Gl= 12|52 X213 Z8LICt.

:

cookies.sqlite < VirtualAllocEx =

WriteProcessMemory = |

ChromeGetRoamingName ResumeThread)

DownloadAndExecuteUpdate _,
- 4

zeeny g \/
\/ "ﬁ% %

lﬂ.madey\Release\Amadey.pdﬁ

Amadey RedLine Stealer FormBook

Dl 22|0jA] 2AE|= 322X 20[2| 1F HEX Het2X DB 8= cookies.sqliteL}t 7|5 T2MA QARME 2lel O API ZE &M
ETE 7|, L A= EXHE ChromeGetRoamingName, (e.g., VirtualAllocEx = WriteProcessMemory
\Amadey\Release\Amadey.pdb DownloadAndExecuteUpdate 22 X2 - ResumeThread)
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SAXe| 2iijot: of =H 2 Al MREX|X] 22=712

1. 7|5 X2 M|k

(Functional Constraints)

ofM So|(MH EfE| C2 B4l 5)9 2HE
ZostoZ Al 7|58 Fslets IE
TELHO|E = WX o2 L ElL|Ct.

2. S|O|E {lst atclish H|E
(Prohibitive Evasion Cost)

Invariant& K| A{5t2{H of2fiet 22
1H|E 7|50] ELLICh

o HIE}2T (Metamorphic) Xl A&

Invariant A|OICH R EE TS 20 LHo| = 7F
21 22 E0 AS X5 U HEH 2RI
— | - QuIBtL|C},

. . AlA|ZHOl/ESS} LRt ATOEEA

3 2S5 S ChA| §53} A2tk CPU

QH{3|| =2 HrAIA|ZIL|C},
o JMAHHAI(VM) 7|4t A8 A=
— QIE|I2|E] 4], VM T4/ X| 24

HIE0| 21, A EC|E XtN7F MZ22
S AlL|X7F ElLC,

P

Invariant H|7{= SAX}0j|A| SELC} 20| SL|CT.
E5| MaaS SE[e] A MIC =7l S SM2 2o 20 2EIS MjAI2ot= Zgko| ZetL|Ct.
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Ar'ge| A&} YARAS 0|8

« YARAE EIAE/H}0| 2| THEIS
XMO|5l0] ot T E 12 AlEs=

ZEfot LT,

o HPUDFOL|EL, A3 SO TZ A
HZ2e|Lt HZ2e BES I—.’F:. A75H0]
th=9t LHe| X HO|ZES

SXIE = UASLIC

« IA| OHAID} S2] UutoEl TS
N3O, 01 B2|mm HE
23t £ 8 (Invariant) EX{0]
3[x43t2|0f YBLICE,

o

rule Detect_Amadey_Invariant_InMemory {
meta:
description = "Detects Amadey PDB path or key patterns in memory"
strings:
// Evidence 1: Development artifact
$pdb = "\\Amadey\\Release\\Amadey.pdb" ascii wide «— 7{& HEZ EX}tE
// Evidence 2: Unique code sequence
$seq_0 = { 89 45 F4 83 7D F4 08 74 4F } < i
condition:
// Found 1n a PE file loaded in memory
uint16(0) == 0x5A4D and any of them
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ofLte| I, of2] JHe| BX: fd3 L IfEe| ZH H2e]| 3

MEZ CIE AMIESE 23 H22|dof|lM s AR HElLt SEH(:EY)S EYJLICt
Ol= &4 227t +=™Hol= nF/eh 4y %‘%‘47} ssd 712X 252 5717 2 LT,

I'IEI}

@ Amadey (Loader) @» RedLine (Stealer)
Invariant Invariant
ZXE 223 REl C2 S4 A= HElX T2 0 Aot X[Z 2k
MM A o2 FX1E.

} FormBook (Injector) 1) SmokeLoader (Loader)
Invariant Invariant
W ES U*ga} X|Z= CHA|o] T2 M|A OIHIA ‘explorer.exe’ & & T2 M| A0
API BZ AlZIA. olE|MEl HIRA A= ool
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H20INM 232 E: U= Jtsel H|ojE 7|8t &= 2tE "apt’

Introduction to apt’ (Amadey @ 4823 (Collect Samples)
Pipeline TOOIS) P s U, 1 4 malwaribazaar hunt.py
OFAd EIX|22 XIT™ A|AFS =35 o|= y §
® ':I o= :xlg == 7‘" I':_ﬂ— EGl’?l TlﬂH melmsa| crezc
HAE LEASA B4 D ZQILICE c J,b (Download Files/Memory)
» HOt &2 M0 WS 1[et7| 9o} BE TRHAS P etch memory_dumpsh
Docker 7|8t A2| 2tZ0| A OHTSHH| A StL|CE. J

Script: yara_eval.py

3 YARA A7H (Scan with YARA)
B

off "HI=22] 719k EX|7t X SX| =Lt
IS MatMo 2 HEMHAL|CE y

|i 1 &M (Analyze Results)
ool s Azzie
github.com/windshock/apt
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‘apt Oo|Z 2|l QIIEZL

Step 1: SjA| £5 ZH| (Prepare Hash List)
# Amadey Ef1Z 1007H 4= SHA| =4
bash scripts/apt_docker.sh pyth0n3 malwarebazaar_hunt.py --tag amadey --limit 100

Step 2: Et*"q'"-' HE 225 (Download Malware Samples)
# EHAI ;r||;|}-{::§ LL|_L1I El‘GE: EI[ ::‘:'I-:-.— H‘J'"”

bash 5cr1pt5!apt_dncker sh pythnnB malwarebazaar_dnwnlnad.py --file /data/amadey_100_hashes. txt

Step 3: D22 §Z CI2=E (Download Memory Dumps)

# Hybrid-AnalysisOA O|22] BX CIREE
bash scripts/apt_docker.sh bash fetch_memory_dump.sh --sha256-1ist /data/amadey_100_hashes. txt

Step 4: YARA A7 2 Zat TA (Scan with YARA & Aggregate Results)
# CHRRCE I A7

bash scripts/apt_docker.sh python3 scripts/yara_eval.py --rules ... --target /data/unzip_amd_100

# M2 o A7 (S oA =)
bash scripts/apt_docker.sh python3 scripts/yara_eval.py --rules ... --target /data/ha_dumps_unz

D= 3E2 A3EESE| 0] UM, Docker 2H0f|A] QXL HISMOE Alg & USLICE.
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EHXIE Hol zznjzoz: iizme2| H=2| 0[5

YaraHubE S 280 the BX|E 80, H22|2] "d4"S 20U = USLICL
OFgiLCH.

< (High Signal) - 8%|2| tfA (Behavioral Clues)

Z0/21H SolM 25H22 LIEHLF= /gl ofd #elel E4.
» meth_get_eip
« pe_detect_tls_callbacks

—_— B - - + DetectEncryptedVariants

S : % (Mid Signal) - =72 £ (Tooling Artifacts)
| 32| Z2fA9|3(0l: Cobalt Strike)Lt £ 2njelo] A AFSE =70 E,
\ M 24:

 cobalt_strike_tmp01925d3f

L — « RANSOMWARE
w o} (Low Signal) - I{Z2| &= (Family Confirmation)
| £ OJMAC IHU2|E 58 A ES 2B 4 9= N3 A|TLIA,

EHIH =k
» StealcV2
» win_lumma_generic

H=2] 242 0|20 “"""‘q':“'?}'?“EPE = of OfL|2t,
"0] 8= o SR 9IS ol=712 0l CHEt = | A= HHE MSRLCE.
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1. A EiX|= stA|of] =ESLIC) (Static Detection Has Reached Its Limit)
Al Ot A =12} H=3E2 7| E ALK 7|8t 2ol E &7| 3[gfLCt.

= AMICo 2AE c2YL|Ct (Memory Reveals a Malware’s Essence)
Ald St EX(Execution Invariants)2 =2t L{HL| ZIAE B F= L2 =2 SHYLILC

3. 415111 X| % 7S¢l 2o MEFIL|CE (A Robust and Sustainable Strategy)
SAX AN H2E] E2H SZ S 205k=s A2 7|eH, HI8H2 = 1R HESLICH

L ASotn 288 £ ASLICH (Accessible for Verification and Use)
‘apt 2t YARAZ2 QEAA T1E S0l 0| HZHE SA| o0 Mot AT 4 USLIC.
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> DI 2 | &rer £ QUX|at
> H22|l= HAI=2olX| &2 “'.:“."—IEI.</span>

(Files can wear a disguise, but memory does not lie.)
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