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The Scenario: The Risk Boomerang Effect

Business is about timing. If the
contract gets complex, the deal
breaks. Let's just sign and see later.

i
[zl Company
Mandatory Notice: \

All affiliates must enforce SBON}
submission and vulnerability
notification clauses.

Non-compliance will affect
executive evaluation.

The clause you negotiated away for speed didn't remove the risk; it just delayed the accountability.
When the “Governance Signal” eventually arrives, the cost of remediation is exponentially hi%her.
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A legal tool for
closing a deal,
handling
disputes, and
fixing costs.
(Transactional)

The Illusion of Competence

Governance System

R, —

Knowing Contracts # Knowing Governance

A management
system for
designing Risk
Architecture,
Policy, and
Responsibility.
(Structural)

“Governance is the establishment, communication, and monitoring of cyber risk management
strategies, expectations, and policies.” — NIST CSF 2.0 (GOVERN Function)
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The Hierarchy of Control

GOVERNANCE Lapyp

Risk Appetite, Organizational Policy,
Responsibility (NIST CSF 2.0)

SINDARD Layzp

Corporate Standards, Regulations
(KISA, Supply Chain Guidelines)

CONTRACT \ i

Contracts are merely the

implementation. Without the outer
layers, the center collapses.

N\

>
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Deep Dive: The Transaction vs. The System

: : The Contract View The Governance View
DIMICISION (Deal-Maker) (Risk-Architect)
: . Continuous Risk Operation &
Goal Deal closing & Cost reduction e A—
; . . . Organization Lifetime
Time Horizon Project Duration (Temporary) (Permanent)
Failure Mode Margin loss & Disputes il Sl
Regulatory violation
Decision Basis Market leverage / Negotiation Risk Appetite / Regulation / Law

A contract protects the DEAL. Governance protects the FUTURE.
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The New Reality: Supply Chain Risk Management (C-SCRM)
Mandated by SW Supply Chain Security Guideline (May 2024)
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Level 1: Enterprise

Governance Structure
& Standards.

IEEE

Level 2: Process

Integration into SDLC
(Development Lifecycle).

|
19
v

it

Security requirements
like SBOM and SAST are
no longer optional
negotiation points.

They are systemic
requirements mandated
by the ecosystem.

Level 3: Operation
Individual Project Application
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The Law Exists ‘Outside’ the Contract

AN
You cannot contract
your way out of statutory
liability. Even if your
SLA doesn’t mention
sS4 this, the law does.

|5 THE LAW KISA / Information
< ~ and Communications Network

Governance

Act (Art. 47-4) : Implication
~ Duty: Software businesses MUST notify Governance asks: “Do we
- KISA and users (twice within 1 month) | have the process to fulfill

this legal duty?”
regardless of what the
vendor contract says.

" .. regarding vulnerability patches.
GanoBe g - |
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Reading the Signal: The Holding Company Mandate

Mandatory SBOM

Requirement TR

Bureaucratic
Anrfoyance.
b il ™~

Governance Signal:
Risk Tolerance has lowered.

When a Holding
Company mandates a
clause you previously
removed, itisn't a
personal attack.

It is a signal that the
macro-level Risk
Architecture has
changed.

Stop negotiating
exceptions. Align
your deals with the
new Architecture.

AN
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The High Cost of Governance Failure

SolarWinds

SEC Charges. Failure
of internal control, not
just technology.
Disconnect between
reality and disclosure.

The Cover-Up. CSO
convicted for using a
‘Bug Bounty" contract to
hide a breach. Contract
used to bypass Governance.

The Long Tail. 10-year
remediation timeline.
Failure of asset
visibility (SBOM) made

contracts irrelevant.
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The New Playbook: Governance-Based Decision Making
(=)
Exception/Waiver

Is this a Mandatory
——_Group Standard?

“--_h__h‘h

. R

Does a Law (e.g., KISA Reject Waiver |
require this?

:-Whn owns the Risk if waived?}

{_ +- Assign RtCI Owner J Shift from “Can the

| ¢ vendor accept this?”

__ QuantifyRisk | to “Does this align with
_, i _ our Risk Strategy?”

| Accept/Reject J
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The “Killer Questions” Checklist

|:¢ If we waive this clause, who specifically |
— owns the risk? (Name/Role) |

h} s this requirement based on a law or
— reqgulation that we cannot waive?

|.,j If the vendor cannot provide an SBOM now,
— whatis the “Sunset Clause” for this exception?

t;"’ Do we have the audit rights and actual ;
process to verify this clause? a

/| s the business benefit of this exception
quantified against the potential regulatory cost?
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Structuring the “Exception”: The Governance Loop

Sign-off

"\ (Business Unit +
] Htsk Cr:rmmlttee‘}

| \ (Quantify whatis /

4§/ Stepa
¥ /Risk Owner |

\ hot ignored. /

\ | [Ezplrahnn date far; i

-\-H-\-"-.

- N
Defnethea
Risk ~

., being wawed].;

Exceptions
must be

GOVERNED,

Sunset
Clause

the Eacemmn]
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The Leadership Competency Model

— _-I- . 1 -|.

Contract Negotlator L ' Governance Leader

Settmg Risk Priorities

Negotiating Price (Risk Appetite)

e e

Managing Clause Demgnlng Policy &
| Libraries Audit Loops |

T

Personal Heroism
(Saving the deal)

Systemlc Resilience
| (Designing the machlne)

e e e

A security leader who understands Governance creates a defensible, sustainable organization.
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Future-Proofing: The Moving Target

: Standards change
Regulatory Complexity faster than cont?act

(CISA/ OMB M-26-05 / KISA) CyCIeS. Governance

- . bridges the gap
between the static
contract and the
dynamic reality.

Signed Contract Terms
Example: OMB M-26-05

rescinding M-22-18 to adopt

a risk-based approach.
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Don't just read
the contract.

/’ .
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The Definition of a Leader

S

“A contract protects the deal.
Governance protects the future.”

Read the room,
the regulation,
and the risk
architecture.
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